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Abstract— Certification and assurance processes attributes, and therefore present tractable evalua-
have historically exhibited difficulties when there tjon? problems. Further, the inherent locality and
exists the potential for significant non-functional at- physicality of transmitters permit “easy” contain-

tributes. We define a non-functional attribute as a t of undesirabl t behavior. Difficulti
condition where the cause-effect behavior cannot read- MENt OF undesirable emergent behavior. Ditliculties

ily be specified. Complex systems commonly exhibit With certification begin to appear as we transi-
such non-functional attributes due to the exceedingly tion to smart software defined radios. Presently,
large potential state space. In such systems, analysissmart radios such as cordless handsets, $\Viid

based on formal methods becomes very difficult and | nhones are still tractable problems, albeit more

emergent behaviors (or malicious behaviors that ex- hall . The inh t fixed desi dl it
ploit non-functional attributes) can lead to a variety challenging. The inherent ixed design and locality

of unintended consequences - some benign and otherscOmbined with client-server organization of simple
harmful. Simply put, it is difficult to assure the cognitive radios keeps the problem bounded and
behavior of a complex system. The shift towards therefore tractable. The problem becomes more
highly flexible and adaptive software defined radios challenging when the organizational constraint is

creates a potential complex system problem, and | d d wirel devi begin to f d
thereby exposes certain assurance and certification relaxed and wireless devices begin to form ad-

challenges for the present regulatory processes. We usehoc/mesh network® In these flexible operational

certification experiences from the security community modes, emergent behavior is most likely to manifest

to motivate and highlight potential difficulties that jtself and malicious behavior is more likely to cause

may arise within the Software Defined Radio (SDR) significant harm

space. We then recommend some steps that limit or A d devi tificati hould

account for these difficulties. s we consider device certification, we shou

also consider the complexity of the spectrum mod-

. INTRODUCTION els that might emerge. Broadly speaking, there are

Radios, to date, have had a long and success lr]ree primary spectrum candidate models presently

. ification eing considered: The historical Command and
history of certification by the governmentspectrumControl model where the government spectrum au-
authority and other organizations. These successt

S . . .

. : ority has sole authority over spectrum and its use,
can be largely attributed to the static nature 05 y y P
these systems. We (_jefmesmt'c. systemas a sys- 2y, defineevaluationas, “the process of assembling evidence
tem where the functionality of its components arenat a system meets, or fails to meet, a prescribed assurance
fairly predetermined and vary narrowly. The statiéaglet-"_[ll o
nature of existing transmitters translates into mainly ,D€V/ces compliant with the IEEE 802.11 standards.

. . . .. . A form of self-configuring wireless networking in which
functional attributes, with minimal non-functionalconnections are transient and formed in an ad-hoc as-needed
basis.

IWe define certification as, “an authoritative attestation of 5A form of self-healing networking in which routing continues
conformity.” in the face of broken nodes or connections.



a Property Rights model where spectrum is treated The working group describes the problem do-
as property, and a Commons model where spectrumain [4] in terms of device management by what
is held out as a shared public resource. In this papee assume to be network operators, or spectrum
we consider the differences between these moddisense holders. They discuss issues involving the
and variations, only as they intersect with differentieployment and management of device software as
certification and assurarfceequirements. well as third party applications. Four test categories

One of the challenges when licensing or subef interest [4] are explicitly stated in the preliminary
licensing spectrum consists of determining the likenotes:

lihood of damaging emergent or malicious behav- , OTA Provisioning Testing- Verifies the ability

ior and how to control it. Various options ex-  of a device to correctly obtain & install appli-
ist including rigorous product evaluations designed  cations over the air & to communicate problem
to approximately prove correctnésand financial with a provisioning server.

penalties. The licensers may be in the best position, Security Testing- Verifies sandbox boundaries

to evaluate (potentially on an ongoing basis) how to  and privileges of midlets plus verifies MIDP

balance their options. However, a device operating 2.0 security model.

properly under one licenser may misbehave in a, performance Testing— Measures the time

way that impacts adjacent spectrum (one the initial  required for a device to perform operations

licenser may not have the incentive to address). or combinations of operations. (Ease of use
In this paper, we will briefly examine the history factor)

of functional, process, and security certification and , Stress Testing- Tests the behavior and ro-

their limitations. We relate our work to the recently bustness of the imp]ementation when stretched

released preliminary thoughts of the IEEE 1900.3  to the limits of system resources. Ensures that

working group. We will examine the history of  device does not crash during continuous exe-

DRM?® as well as certifications as performed by  cution. (Reliability of use factor)

the FCC for the public switched telephone network, 1pege tests are all necessary prerequisites to the

digital television, and WiFi. Finally, we discuss thedeployment of Command and Control networks
lessons that these prior certification efforts migr‘gim”ar to those of present day mobile phones.

shed on SDR. Any network which permits third party software
Il. DISCUSSION IEEE 1900.3 modules to be loaded onto a proprietary device will
eed extensive security assurances coupled with
liable delivery mechanisms. At present, we feel
is rational to assume a rigid Command and Con-
iillrol structure to SDR spectrum models and hence
ertification and assurance requirements.
However, our focus is on exploring the full
ssibilities of SDRs including considering models
which consumers have direct access to the full
expressive potential of the radios themselves. We
OLife asking, what are the differing certification and
assurance requirements for Command and Control,
SWe defineassuranceas, “our estimate of the likelihood that Commons, and Property Rights models? How do
a system will not fail in some particular way.” [1] the requirements change if we prevent consumers
"Proving complete correctness of any real-world system #from interacting with the SDR based network, per-
generally considered to be an intractable problem. mit only minimal interaction by exposing only a
Digital Rights Management . . .
9Recommended Practices for Conformance Evaluation Q't'Stream interface, prowde some level of cross-
Software Defined Radio (SDR) Software Modules layer interaction [5], or expose the entire network?

Since submitting our extended abstract, the IEE
P1900.8 working group has made available some
preliminary information. [2] Since the group’s
stated scope is, “This recommended practice w
provide technical guidelines for analyzing Soft-
ware Defined Radio (SDR) software modules t
ensure compliance with regulatory and operation%f
requirements,” [3] we felt it appropriate to briefly
address the similarities and differences between
approaches at this time.



To address these issues we must examine all forwnclude that the certification techniques available
layers of an SDR system: the spectrum layer (irteday are not capable of providing a high-enough
terference models), the SDR networking layer, thievel of assurance to certify publicly available
device’s operating system layer, and the applicatiol®DR products against a standards containing non-
layer. We believe all of these layers to be criticalunctional attributes.

regulatory issues for the successful deployment %

SDR. Historical Roots

Certifications have been used throughout history
I1l. DIsCUSSION CERTIFICATION as a means of marking the quality of a product.

Certification is a common technique used to solvBecently, certifications have been used to signal
trust problems among parties where informatioalternative measures of quality such as safety and
asymmetries exist; it is often more efficient thamnteroperability. We will only briefly sketch out
relying simply on market factors such as reputatiothis area as Sicker and Lookabaugh have already
and warranties. Effective certifications are an extedescribed the evolution of present day functional
nal signaling mechanism denoting compliance withertification processes. [9]

a known standard. The purpose of certification is to The National Board of Fire Underwriters in 1901
establish a certain level of assurance that a specifitccorporated Underwriters Laboratories as a non-
product conforms to its specifications. profit organization to certify products as being

Certification systems can be paid for either by theafe. UL produced a list of approved products
relying party or by the vendor. Examples of relyingand demonstrated a correlation between certified
party certification include Underwriter Laboratorieproducts and reduced risk. Once the correlation
[6] and the US Government for the Trusted Combecame apparent in 1916, UL was transformed into
puter System Evaluation Criteria. [7] The Coma private entity creating a successful market for
mon Criteria [8] reversed the TCSEC stance osafety certifications. Similarly, in 1988 the cable
relying party certification and instead pushed theperators formed CableLabs to solve interoperabil-
fees onto the vendor. In these cases, care needdtyoproblems. This organization provided a central-
be taken when instituting a regulated certificatioized testing facility to ensure products met their
environment as perverse economic effects can ogtandards. Vendors wishing to sell products to or
cur including monopoly exclusion of new entrantsthrough the operators needed to supply a modest
extraction of monopoly rents, and reduced qualitiesting feé!, accessible to most companies, and
of evaluations. pass the compliance evaluation.

Broadly speaking, there are two core classes of Traditional certification techniques generally rely
certifications; those that certify products and thosen simple functional testing. For the domains of
certifying processes. The goal of process certificanass production, safety, and interoperability, these
tion is to cultivate a culture of excellence in a grouptechniques are generally sufficient. However, func-
thereby ensuring the success of future projectional testing techniques cannot ensure the quality
Product certifications fall into two sub-categoriespf a future product nor can they solely provide a
those that can be specified in terms of functionalseful level of assurance for security requirements.
attributed® and those that attempt to evaluate 2 p ificati
product against non-functional attributes. - Process Certification

In this section we examine the historical roots of Process certification, unlike functional product
certification, process certifications, and the need f&ertification, seeks to certify a company or a team’s
specialized certification processes dealing speciffaturity or discipline and thus their ability to repeat

cally with non-functional attributes. Ultimately, wePast successes on future projects. In the case of
manufacturing of reproductions, the correlation is

0we define afunctional attributeas, “a condition where a
cause-effect behavior can be specified.” 11Fees range from 50,000-115,000 USD/product.



fairly intuitive. The challenge is in actually beingprocess areas in an independent fashion and is
able to repeat past performance on future projectefined in terms of six different levels: Incomplete,
Both the ISO 9000 [10] series of certificationdPerformed, Managed, Defined, Quantitatively Man-
and the Capability Maturity Model [11] family of aged, and Optimizing.

certifications attempt t,o ensure th'fs' ) Process certifications are a useful mechanism
_The_ ISO 9000 series of certlflca’mons f(_)cus_;eﬁ)r evaluating a group’s maturity level in design-
primarily on ensuring that a company’s orgamzaﬂo_ghg products. Unfortunately, there may be a weak
and management structure are capable of maifs re|ation between a group’s certified level and
taining a certain level of quality. Nations accredif;g performance on future projects. The core issue

certification bodies that in turn accredit audit firms-rS that existing process certification systems strive

These audit firms are responsible for evaluating @ onsure that a company or group is capable
company and its documented quality system, ang continued success on the same core product,
ensuring the documentation matches the approprigigije information products are in constant evolution

criteria and that the company is following the docteqyiring constant evolution in the developers.
umentation. The certification is based on the notion

that a good process can ensure good products,Taking a market perspective, organizations and
and that a good process evolves into an improvéfoups have natural life cycles where they fight
process. Unfortunately, some companies view tf@mpetitively to reach the top, then often stagnate.
certification as a checklist item and once obtaindd] In this manner, certifications may result in

fail to maintain the same level of performance. [1fn inverse relationship with their desired outcome.

According to the Software Engineering Institute’ N€ certifications imply trust, ensuring a supply of

[12] “A Capability Maturity Model (CMM) is a respected contracts with reduced competition. How-

reference model of mature practices in a specifid®’ Once a steady stream of respected contracts
discipline, used to improve and appraise a grouprganlfests, pressures will mou'nt to rgduce quallty in
capability to perform that discipline.” [13] The favor of short term increases in profit margins. This
original CMM by the SEI was developed around®rverse effect can be _attrlbuted to the _fallure of
the software engineering discipline, since then oth&frtification schemes to include a revocation mech-
CMMs have been developed for Systems EngineciliSm, preventing the market from Darwinianly se-
ing, Systems Security Engineering, and others. [ﬂﬁc_tmg unfit companies for bankruptcy, acquisition,
The original Software CMM was organized into 5 Improvement.

maturity levels: Initial, Repeatable, Defined, Man- Further, these processes work best in large orga-
aged, and Optimizing. These levels representedn&ations where institutional knowledge can exist
company’s progress through different organizationaind survive the departure of a moderate number
capabilities with the overall maturity level being setf individuals without threatening process matu-
at the lowest capability level. Recognizing certaimity. In smaller companies and startups, the cost
inherent limitations in this staged model and to@f formal software engineering methods are of-
unify the family of CMMs, the SEI then beganten viewed as inordinate and the loss of a key
developing the Capability Maturity Model Integra-member can threaten any beginnings of institutional
tion. [15] In a nutshell, the CMMI accomplishes twoknowledge. Recently agile methods [16] have been
key tasks: the unification of nomenclature and thgaining momentum among smaller institutions as
addition of a continuous representation in additiowell as larger organizations where requirements are
to the staged representation. As part of the unifyingonstantly shifting to meet the needs of customers
process, the CMM maturity levels were redefinedr the market as a whole. Considering many inno-
as: Initial, Managed, Defined, Quantitatively Manvative and/or disruptive technologies are incubated
aged, and Optimizing. The continuous representa small companies, care must be taken before
tion allows an organization to grow across differenimposing any development processes.



C. Security Certification Computer System Evaluation Criteria. [7] The cri-

e . . . teria were designed to enable the market to suppl
Certifications for security requirements are in; 9 pply

T . . . the systems the government wanted while obtainin
trinsically different from those covering functional y g g

or brocess requirements. as thev evaluate noth_e benefits of market competition. The govern-
P q ' y Ment laid out the specifications in a collection

functional attributes and model the user as M3 olumes known as the Rainbow Series [17]

L 2 }
licious'?. When evaluating a system where USeTSc \ hich the Orange Book [7] specified trusted

can be considered malicious, evaluations becon&%mputer systems. The US Govermnment certified
significantly more complex. The reason, simply put )

is that an evaluator needs to find every flaw while and then paid testing facilities to evaluate products
y for compliance with specifications. Unfortunately,

malicious user only needs'to find one. Furthefr,. e desired secure systems market never developed
must consider the potential humber of mahuoua e to the time and costs involved in developing
:s:lr sa;:(;)rrsnpared to the number of developers fyh assurance products evaluated under the TCSEC
vald ' 0griteria with the result that products were often a

Productsevaluatiqn is done by a combination Ofaneration or more behind the current state of the
black-box*® and white-boX* testing and by com- _ [18]

paring a product against its security taf§etwhite-

box testing is the preferred testing method for high Lack of flexibility and. h'omogene|.ty led to thg
obsolescence of the existing security certification

levels of assurance, as one can attempt to mathemat: . .

. . standards employed in America, Canada, and Eu-

ically prove the correctness of a section of code

the difficulty lies in correctly describing anythingrbpe and the creation of a unified scheme known as

. 7 . the Common Criterig. [8] The overarching goal
complicated. Black-box testing is also heavily useé} the CC was to respond to the small markets,

as products can diverge from their spemﬂcatlons,nd hence small potential return on invested capital,

and it is required for the functional componen .
) . . and make trusted systems evaluation portable across
of the evaluation. High levels of assurance require_.. . : .
) national boundaries without the need for expensive
testing the complete system, hardware and software e . .
X : edundant certifications. This was made possible by
simultaneously, as a defect in one can lead

o . e creation of internationally recognized Protec-
exploitations in the other. [1] Products deployed t%on Profiles and having the \)//endorgcertify against
consumers complicate matters further because there

. : € market appropriate profile. Should there be
are often attacks against the underlying hardwah% aoprooriate profile. the CC made it possible
that can be accomplished by skilled individuals witfy >, 20C PP 2® ProTE: P

access to relatively inexpensive hardware. [1] 0 "easily” create new profiles and certify against
y P ' those while maintaining international acceptance.

The initial formalized use of security certifica- | har Assurance Level was decoupled from pro-
tions was the United States of America’s TrUSte{jection profiles permitting vendors to make reduced

. o _ , Assurance Level claims about a product where
12A malicious useris differentiated from other users in that

they intelligently probe a system attempting to exploit vulner:[_hey were not reqwred W't_hOUt Changmg_the_ func-
abilities outside the specifications of normal use. Example: donal or non-functional claims. The combination of
routine takes a number from [1-10] as its argument, a maliciouy$a implementation independent Protection Profiles

user would try parameterg1 and>10. . .
13we defineblack-box testings, a systematic form of testing and Assurance Levels results in a Security Target

utilizing only externally available information about the targe@gainst which one can evaluate a product. It is in-
of evaluation.” teresting to note the evolutionary parallels between

14We definewhite-box testings, “a systematic form of testing the TCSEC/CC and the CMM/CMMI with the trend
utilizing complete information about the target of evaluation.”

15A security targets defined as a product specific refinemeniowar(:jS |.ncre'ased flexibility in how a perUCt or
of a protection profile. A protection profile is defined as, “a set obrganization is evaluated, at the cost of increased
security requirements, their rational, and an evaluation assurance
level.” [1] An evaluation assurance levie defined as the degree
of rigor applied during the evaluation. 16CC v1.0 in January of 1996, CC v2.0 in May of 1998



complexity. and STs, resulting in abnormal lock in effééts

The CC introduced two critical changes in the We feel it is also important to note that in
certification process that have led to issues. Name#pme industries insurance models are being used to
participating governments now certified internaprovide tolerable levels of assurance where the costs
tional certification bodies and vendors were nowssociated with increasing the certified assurance
responsible for certification fe¥s These changes level of a system are not justifiabfe Restated,
have begun to open the market of secure sythere are many situations in which complete assur-
tems where the prior rigid and disjoint certifica-ance is not only infeasible but unnecessary as well.
tion schemes struggled. However there is also oneThe critical assumption of equality in evaluation
unfortunate side-effect, there is now a market faskill also needs to be made; otherwise the certi-
certifications where vendors seek the evaluatofigation bodies themselves can be gamed. [1] As
who will offer the path of least resistance. [1]discussed in the section on process certifications,
Clearly this side-effect is not unsurprising; howeveigompanies exhibit natural life cycles and the quality
in an environment such as SDR we must be cautiog$ an evaluation can fluctuate potentially resulting
and ensure that all evaluators are in fact equah increased levels of risk due to incorrectly certified
especially given the emphasis on SDR standar@gsoducts being distributed to the public.
being international. In domains where interoperability or personal

The process of certifying for security require-safety are the primary concerns, the end users have
ments poses numerous problems that must be degfliong incentives to exchange defective products.
with prior to heterogeneous commercial use. Th8ecurity is an altogether different domain; con-
first problem is intrinsic in the evaluation processumers often find security technologies to be a
itself as increasing assurance is required “there aparden and any product that can be used to alleviate
significant limitations on the practicability of meet-the burden will be protected and therefore remain
ing the requirements, partly due to substantial cost circulation.
impact on the developer and evaluation activities, An important sidebar discussion concerns the dif-
and also because anything other than the simpléstence in evaluation focus for SDR and traditional
of products is likely to be too complex to submitTCSEC. Traditional TCSEC systems are evaluated
to state of the art techniques for formal analysisfor their ability to preserve Confidentiality, Integrity,
[19] This begs the question: how do we know wheand Availability of the data and the system. In
“we” are close enough? and who decides what tt®DR we see an order reversal to evaluate in terms
criteria are? of Availability, Integrity, and Confidentiality. This

Assuming the costs involved in meeting high levdistinction stresses the importance of the SDR
els of assurance are met, the problem of authorifgtworking layer over any transmitted information.
the PPs and derivative STs remains. In analyzing tidis is particularly the case in SDR networks based
LOCK/SMG projects, Smith notes that the “praction Dynamic Frequency Selection where spectrum is
cality [of formal assurance] hinges on the degreghared via cooperative protocols. Should any layer
to which the formally modeled system propertie§f the SDR device malfunction, the entire SDR
represent all of a system’s esential properties.” [18]etwork could be compromised due to direct and/or
Therefore care must be taken to ensure each profdascade failures.
is written by representatives of all vested parties to
prevent emerging markets from being closed off due8The more challenging problem is to ensure that future

to market incompatibilities with the specified PP#arkets are not stifled by antiquated profiles. A complementary
requirement should be to ensure that the ability remains to
switch to future technologies without losing the benefits of past
technology.
"This change was borrowed from the European Information 1°See the Workshop on the Economics of Information Security
Technology Security Evaluation Criteria. for more information.



IV. DISCUSSION DIGITAL RIGHTS works to millions of users in an extremely short
MANAGEMENT period.

The shift towards information economies has
made protecting a product increasingly critical an@- Téchnology

difficult®®. Physical products enjoy the protections Owners of digital information have been com-
of a constraining physical world where there are regleting with those seeking to expand their use of in-
costs associated with the production, reprOdUCtiOfbrmation since d|g|ta| information became a com-
and distribution of products. To date, legal protegmodity. This battle can be viewed as an arms race
tions in the form of Patent and Copyright law havgyhere owners create new protection technologies
served to protect products when reproduction anshly to have them repeatedly circumvented. Most
distribution costs proved unable to curtail free ridingrotection systems involved checks introduced into
on someone else’s research and development. Tthﬁogram that Verify |ega| Ownership by asking for
legal protections hinge on the existence of legally toke! from the user. The problem with these
visible entities acting as centralized facilitatorssystems is that they can be circumvented either by
Information economies change the playing field byeproducing the codes in a suitable form, or by
reducing the costs associated with reproduction aggtering the program itself to assert the existence
distribution to negligible levels as well as empowyof the token without the token being present. More
ering individuals to become facilitators, resulting iladvanced systems use external hardware to either
inefficient legal protections. decrypt selected portions of the code or to verify the
In the remainder of this section we examine thitegrity of the program itself. These more advanced
threats posed to information products, attempts gystems require extra effort to circumvent, however
mitigating them through technology, attempts aéventually they tend to be circumvented. By design
legislating these technological solutions, and thgere must exist a complete and correct image of
push for mandated technological solutions that cafe information in memory that can be accessed
be trusted. and therefore altered by the owner of a computer.
Digital information products are uniquely vul-The same circumvention techniques can be applied
nerable to piracy since any copy can serve ast@ any modern protection technique used to protect
perfect master for unlimited additional copies. Oldnformation, provided users have full access to the
analog information products did not suffer frommemory of a system.
this systemic problem as any copy introduced noise The overarching dilemma in DRM technologies
and therefore information loss. This loss occurg deciding how much protection is appropriate.
not only in each generational copy, but in thens DRM systems have been repeatedly circum-
original recording as the storage medium comes infgénted, content owners have increasingly migrated
contact with the input device. Information producergowards increased precaution resulting in increased
are becoming increasingly concerned as the markedrceived security at the expense of fair use. [20]
pressures them to release increasingly higher qualifye say perceived because as long as there were
digital content to the general public without meanfo legal consequences for creating technologies that
of preserving existing market segments. Should @ploited class-break¥ these increasingly precau-
single copy of a digital product become illegiti-tionary technologies served no purpose beyond the
mately copyable, it becomes a simple exercise &imulation of large numbers of minds dedicated to
distribute additional perfect reproductions of that

‘original’ copy via the increasingly high-speed net- 2iye gefined atoken as, “a piece of information asserting
certain rights.” Examples of tokens include codes hidden on the
2Inherent in this discussion is the assumption that it is iphysical distribution medium and codes stored in a manual.
the economy’s best interest to grant temporary monopolies to2?We define aclass-breakas, “a vulnerability that once
intellectual property to provide protection for the recovery ofliscovered is effortlessly reproduced for all existing systems with
capital invested in the development of a product. the same vulnerability.”



preserving their definition of fair-use and enablingC. Trusted Computing

everyone else to do the same.
Elements of the computer industry recognizing

the difficulties of enacting and enforcing legal
B. Legislation protections against independent and globally dis-
. . . . tributed entities are seeking a preemptive form of
The Digital Millennium Copyright Act [21] g regulation by pushing trusted technolodfes
sought to address these issues by adding legglorosoft and Intel have joined forces with other
protections against circumventing, or producing Cifeading technology companisand formed the
cumventing technologies for copy protected techrysteq Computing Group [28] whose mission is
nologlgs. Buglne§§es could now deploy their ing develop trusted computing technologies as a
formation maintaining the ability to segment the)aiorm for their DRM technologies. Specifically,
market thrpugh product differentiation as no COlfhe technologies being created by the TCG will
porate entity could enter the market by offering, e ent ysers from accessing protected information
tools to reformat or repackage their proprietarynan it is stored temporarily in memory before
product, provided it was encapsulated in copy pr%’eing transmitted to an output deviéeThe key
tgction techno'logy. These copy protection restriGy 4t only trusted programs will be permitted
tions remain in place, and are protected by thg ,ccess information protected with the trusted

DMCA, even3if the protected information is Notgystem preventing the memory attack described
copyrightablé®. These protections are meffectlveear“er_

against numerous individuals and entities that are : . . .

. . As discussed in the previous section, trusted
not legally visible. The Recording Industry Asso- . : .
. : L chnologies require that we have confidence, not
ciation of America has been maintaining a lega

. Co e . .Certainty, in their ability to behave as expected.
campaign against individual traders with uncerta|E . . . . :
effect. or this reason, there is a history in computing of

) e\(/jaluation and certification practices dating back
In the recent past, various senators have proposgdh« 1970s and the Trusted Computer System

legislation designed to further protect the interes{s, o ation Criteria. [7] These practices attempt to
of copyright holders. Senator Fritz Hollings pro'quantify one’s confidence as an assurance rating

posed the Consumer Broadband and Digital Telgy 14" make that assurance portable. It should be
vision Promotion Act [22] (S.2048) designed t oted that there is a critical difference between

prevent the sale or distribution of products that di e trusted computing systems developed for use

not include copy protection technologies set by th governments and those being developed by the

federal government. Senator Orin Hatch introduc G: TCG systems will be physically deployed into
the proposed Induce Act legislation whose purpo%stiie environmentZ

was to overturn the Sony Betamax case [23] because
“A secondary-liability rule that punishes control and
immunizes inducement is a public policy disaster.” **We definetrusted technologiess, “a technology that we

. . . believe will behave as expected.”
[24] To date neither of these bills has passed in anyzE’Membership at the time of writing includes AMD, Hewlett-

form, although the FCC did add the Broadcast Flagackard, 1BM, Intel, Microsoft, Sony Corporation, and Sun
[25] order to the regulations for digital television.Microsystems Inc. [27]

Recently the US Court of Appeals invalidated, on 26For the purposes of this discussion we are ignoring the
! nalog-hole problem that permits individuals to capture an ana-

the grounds of authority, the Broadcast Flag [26}g signal as it is transmitted to output devices and to recapture
order. it as a digital signal. The vulnerability is that once a signal is
converted to analog form it loses any digital protections it may
have had.
23Many have argued the DMCA used in this fashion is a clear 2’A maxim of security is that hardware deployed into hostile
effort to abridge one’s ability to use the fair-use defense bgnvironments is considered non-securable and therefore compro-
ensuring a violation cannot occur. mised. [29]



V. DIScuUssSION FEDERAL COMMUNICATIONS  Similar to the PSTN requirements the standard

COMMISSION contains a mixture of functional and non-functional

In this section we discuss the successful certiffttributes. Televisions benefit from their nature as
fassive receivers and not broadcast devices, thereby

Network, the issues involved in the Digital Televi-Miting any potential physical damage from failure
sion requirements, and the successes and flaws!®fcOmply with all the standards. This does not
the WiFi alliance standards. We also discuss tHfiminish the continued need for high-quality com-

current SDR Certification Order. ponents such as receivers.
Televisions are intrinsically different from tele-

A. Public Switched Telephone Network [30] phones in that they primarily handle information
The PSTN provides an example of how thsubject to proteption under copyright Iav_v. The
FCC successfully manages interoperability staf-CC. after multiple hearings decided to include
dards while it is not burdened by excessive cerfrotections for digital television broadcasts, the so-
tralized management responsibilities. The FCC ag@lled Broadcast Flag [25]. This addition has come
complished this by having industry form its ownunder attack by organizations such as the Electronic
standards-setting body, the Administrative Councffrontier Foundation [38] and the federal courts,
for Terminal Attachments, under the auspices Q¥Nich said that the FCC overstepped its authority
the Telecommunications Industry Association anfl requiring support for the Broadcast Flag. [39]

the Alliance for Telecommunications Industry SoRRegardless, the question remains as to whether it is
lutions. [31] good policy to codify such standards by statutorily

The FCC then pushed the certification work ontg'@ndating them.
certified industry testing organizations. [32] Further
the FCC provided for future changes to the stanq' Part 15
dards by reserving the right to revoke certifications The WiFi alliance provides a good example of the
from products that fail to comply with future stan-collaboration possible between the FCC and spec-
dards regulating the PSTN. [33] trum users, highlighting how industry collaboration

This system works, in general, because the stagan be effective. The example of the WiFi alliance
dards are primarily functional standards. The funalso highlights how problems can arise when secu-
tional attributes of the standard are designed ftity technologies become codified. It is difficult to
protect the PSTN by constraining devices to operatind fault with the WiFi alliance, as the technology
within specific parameters. The device has limitets widely deployed by an increasing number of
complexity and fairly fixed operational parametersnembers. In creating a functional standard for col-
In the case of the PSTN, non-compliance hdaborative use of the FCCs unlicensed spectrum they
bounded potential damages limited to devices (dvave demonstrated the value of self-regulation and
individuals) physically attached to the device. [34lhey have proven that one can functionally certify
Furthermore, there is little change possible in tht® their standards.
operating parameters of the devices. This stands inUnfortunately, while the standard is functionally
stark contrast to the intended reconfigurable desigorrect, there are numerous security problems in

cation standards in the Public Switched Telepho

of SDRs. the standard’s core design. The alliance has, at its
. o own discretion, implemented several minor standard
B. Digital Television [35] changes, attempting to address these security issues.

In the case of digital television, the FCC isThese changes, however, were unable to address
using a similar approach to the one currently usdtie core flaw in the design. The alliance, again at
in the specifications for the PSTN by incorporatits discretion, has chosen to not force the issue by
ing portions of the Advanced Television Systemseplacing the standard.

Committee’s [36] digital television standards [37]. A different licensee might have chosen to push



significant standard changes to correct these flavapproved software can be loaded into the device
The market obviously had an arresting effect oand that users will not be able to alter operat-
this change. Software defined radios would makeag frequencies, output power, modulation types
updates of this nature as transparent as applyingoa other radio frequency parameters in ways not
software patch on your personal computer, therelapproved. It is worth noting that the Commission
opening many new options for maintaining correagives flexibility to the manufacturers concerning the
and efficient use of a licensee’s spectrum in aimplementation of these security techniques. In this
efficient manner. Likewise, this ability to updateway the manufacturer is responsible for ensuring
and adapt opens a significant potential for increasélaat the device will not be modified and if it is

non-functional attributes. modified they will be expected to pull the device
from the market and face the potential forfeiture
D. FCC Orders and liability consequences. To ensure that these (and

Most radio transmitters in the US require FCC)the,r) requirements_a_lre met, the Commissjc_m now
certification and similar requirements exist in othef€duires that, in addition to the general certification
countries. The US certification process requires thRFOCESS, applicants submit a “high level operational
a device be tested against a set of technical ruldgscription or flow diagram of the software that
applicable to its intended operation. The resulPntrols the radio frequency operating parameters.
of these tests are filed with the FCC (along witH his is a modification of earlier rules that required
an application and potentially some supplemerl® @pplicant to submit a copy of the source code for
tal material). In some cases, these materials mdj¢ SPR. This signals the realization that reviewing
alternatively be filed with a Telecommunicationsource code will not necessarily provide the insight
Certification Body (TCB). Changes to the operatiof€auired by the certifiers and that reviewing the
of the device may require filing for a new certifi-code would entail a huge effort. None the less, high
cation; although certain changes may go througissurance analysis often calls for formal methods
a streamlined process or not require re-filing ur@"d source code used in conjunction with white-
der permissive change procedures. Testing typicaltﬂp?(_ testing. The Commission adds that it retains its
covers field strength measures, frequency, outp@pility to request such source code or other materi-
power and spurious emissions. Traditionally, thig'S i it should see this as necessary. Currently, the
testing has been fairly straightforward, involvingsom'wSSIOn is not authorizing the use of TCBs,
limited test cases. ut rather requiring that testing be done by the

In the most recent SDR Order. the ECC defindsCC labs. The details of the test procedures are

a software defined radio as “a radio that includefé"rly vague at this point. However, it is reasonable

a transmitter in which the operating parameters ¢p €XPeCt test procedures to expand to address the
frequency range, modulation type or maximum oufdaptive nature SDR devices.

put power (either radiated or conducted), or the cir-
cumstances under which the transmitter operates in
accordance with Commission rules, can be altered Recapping our findings from the discussion we
by making a change in software without makingeconsider the two primary techniques used to en-
any changes to hardware components that affesuire a quality product: process and product cer-
the radio frequency emissions.” This evolved frontifications. Process certifications generally seek to
an earlier definition that did not consider the “cirensure quality products that are on schedule and on
cumstances under which the transmitter operatebfidget by controlling the organizational aspects of
This additional phrase is critical to deal with thea group. These techniques have been shown to be
potential dynamic network protocol operation of arcapable of permitting this level of control in certain
SDR. The FCC also required that the manufacturegsoups. However, there are significant costs asso-
implement security techniques to ensure that onbjated with this level of organization that present

VI. FINDINGS



a significant entry barrier to small groups thatertifications impose significant burdens upon small
are working on defining and developing innovativeesource-poor groups.

products and disruptive technologies. For groups The lessons learned from DRM are that even
with a formal process model in place, exploringvith strong motivations to technologically secure
beyond the boundaries of their core competengy system, the protections can still fail. As a result,
may challenge their adaptive ability and hence thegal pressures are applied to help provide incen-
process model may provide no benefit or even atites against breaking the protection technologies.
counter productively. Further, groups may exhibiHowever, often the desire for the content outweighs
natural life-cycles where their performance may lathe legal counter-incentives and therefore fail. It
in spite of a utilizing a formal development processs important to recognize the distinctions between
model. individuals motivated to acquire content and those

Product certifications are broken down into twG€EKING access to spectrum. -
key groups: those that evaluate products in terms of While neither process or product certification
purely functional attributes and those which evaScheme, alone, is capable of providing the as-
uate a products non-functional attributes as weffurances for products involving non-functional at-
Schemes have been developed to handle produf{8utes, we believe there to be a space in which the
along the entire continuum. For products with non€OStS and benefits can be appropriately managed by
functional attributes, certifications are assigned diPntinued collaboration between government regu-
Assurance Rating, as such systems exceed {gtors and mdu_s.try..Expenences with the evoluyon
limits of formal analysis and hence any evalua®f security certifications showgd that overly relying
tion scheme. Current schemes have shifted towar@8 @ssurance models can cripple the development
a flexible system where the functional and nor@nd deployment of the products. A more rational
functional attributes are described in an assuran@8Proach is to balance assurance with the insurance
independent way, and then the evaluation assigns %t comes with assigning risk to the proper players.
appropriate Assurance Rating. A real challenge i}_']he question is how to best manage these difficul-
such certifications is the authoring of the protectioH€S- . .
profiles as errors can have significant effects upon Addressing the above issues we believe the fol-
the market. Further, it must be noted that differlowing long term goals should be sought to ensure
ent groups may utilize the same profile, demantpat SDR has the potential to reach its full maturity.
differing levels of assurance, and have different « Continued vigilance in protecting existing
tolerances for errors in the profile itself. WiFi spectrum users; particularly spectrum for pub-
provides us with an example of the latter, where the lic safety
way in which encryption was utilized in the Wired « Increasing self-determinancy within a license
Equivalency Protocol was broken in the design, dis- « International cooperation on functional and
covered post deployment, and tolerated without any  non-functional attributes and certification for
significant arresting effect on its growth. Finally, it compliance.
must be noted that different e_valu_ators .njay.have The history of the FCC’s regulations of Part
different abilities thereby resulting in certificationsggs ang Part 1% indicate a movement in these
of varying quality, possibly to the point of openinggirections. Originally Part 68 had the FCC labs
up secondary markets for such certifications (foruandiing all certification in a white-box manner. As
shopping). Performing security certifications reghe telecommunications industry grew, the FCC labs
quires significant documentation, in terms of desigiyere overburdened by the certification process and

testing, and code reviews. Therefore, certificationgadually switched to black-box testing and created
involving products with non-functional attributes

implicitly require the discipline of a formal process 281975 present
model. Similar to process certifications, product 2°1985-present



the Telecommunication Certification Bodies to han{3]
dle the actual evaluations. Part 15 shows the FCC’s
willingness to experiment with a Commons model[4
in which innovation within certain boundaries was
encouraged, resulting in devices from remote garage
door openers, to cordless telephone sets, to WiFi.[S]
In the most recent SDR Order, the Commission
stated, “We neither wish to have our process in-
advertently be a barrier to the development ancﬂ
deployment of these technologies nor wish to permi ]
the widespread deployment of radios easily suscep7]
tible of being misused to cause harmful interference
to others.” This balanced approach is echoed by
the Order and serves as a logical starting pointg
However, as SDR devices continue to enter the
market, it will likely be necessary to revisit a [°]
number of areas, the most obvious being: 1) the ugl%
of TCBs, 2) the adoption of protection profiles an

3) the development of SDR based test procedure[s.

VIlI. CONCLUSIONS
[12]

In this paper we have argued that there are sig-
nificant difficulties in providing effective assurancd3l
and certification for products when significant non-
functional attributes exist. We described how thgaj
difficulties involved in certifying smart software
defined radio products pose significant problems {#®!
terms of how government may be involved withirg16
the certification process. Historically, industry an
government has learned to effectively use a variety’]
of certification schemes to ensure an efficient mar-
ket. Therefore, it may be reasonable to expect {gg
find an optimal balance between losses and benefits
associated with differing certification schemes. The
market, however, has not necessarily proven itsdff’)
capable of addressing all public concerns. Thergyq)
fore, we also believe that government should coif21]
tinue to play a role in defining emissions (and other
SDR related) standards to minimize interferenc 2]
and offer more flexible mechanisms for testing and

certification.
[23]
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